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Major Goal for a Secure Hypervisor

sHype = Distributed Workload Protection across
Workload Balancing and Virtual I/O

Benefits matching Customer / User requirements
Universal protection guarantees across machines
Minimal or no performance overhead

How-to achieve those requirements
Simple, platform-independent protection statements (Policy)
Efficient remote property-attestation
Finer-grained controls layered on top (VM/OS level)
Non-intrusive, easy to maintain in “Internet-speed”
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Agenda

Status Quo

sHype Access Control Module Status

Security Management + vTPM Status

Outlook (Discussion)

Long-term Security Architecture for Xen 

sHype/Xen Demonstration (Optional)

Create and deploy sHype/Xen workload 
protection in 5 min
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Secure Hypervisor Architecture (sHype)
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rHype in various stages

sHype-Paper [ACSAC2005]
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sHype: From VM to Workload Protection

Xen VMM
(virtualizes
+ isolates)

sHype
(controls
sharing)

Value-
added
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Data
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– Quarantining VMs
– Layering  OS + App. Security
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sHype/ACM Overview (User Guide Chapter 10)
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EZ Policy Management

Create policies: xensec_ezPolicy

Refine policies: xensec_gen



Sailer - IBM T. J. Watson Research Center

© 2005 IBM Corporation8

sHype/ACM Overview (User Guide Chapter 10)
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Translating & Loading Policies

# xm makepolicy example.chwall_ste.test-wld

Policy root: /etc/xen/acm-security/policies

Policy files: 
example/chwall_ste/test-wld-security_policy.xml

example/chwall_ste/test-wld.map

example/chwall_ste/test-wld.bin

# xm loadpolicy example.chwall_ste.test-wld

# xm cfgbootpolicy example.chwall_ste.test-wld
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sHype/ACM Overview (User Guide Chapter 10)
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Labeling Domains

#xm addlabel Avis.HR dom avis_hr.xm

kernel = "/boot/vmlinuz-2.6.16.13-xen"
ramdisk="/boot/avis_hr_ramdisk.img"
memory = 164
name = “avisHR"
vif = [ '' ]
dhcp = "dhcp“
disk = [ 'phy:sda3,sda3,w' ]

#####SHYPE-Labeling#####
access_control = 

[‘label=Avis.HR,
policy=example.chwall_ste.test-wld’]

avis_hr.xm
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Labeling Resources

#xm addlabel Avis.HR res phy:sda3

resources = {

'file:/xen/cocacola.swap': ('example.chwall_ste.test-wld', 'CocaCola'),

'phy:/dev/sda4': ('example.chwall_ste.test-wld', ‘CocaCola '),

‘phy:/dev/sda3': ('example.chwall_ste.test-wld', ‘Avis.HR'),

}

policies/resource_labels
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sHype/ACM Overview (User Guide Chapter 10)
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sHype Distributed Workload Protection I: 
Simple Type Enforcement Policy (STE)

ACM

xsm/acm_hook(src, dst)

Events & GrantTables

Dom 
1

Dom 
2

Dom 
3

Dom 
4

sHype/Xen

HR Payroll HR Intranet

100 %



Sailer - IBM T. J. Watson Research Center

© 2005 IBM Corporation15

sHype Distributed Workload Protection II: 
Policy Enforcement on Shared Resources

Xen / sHypeACM

acm_getdecision(res_label, domain_id)

Dom 
1

Dom 
2

Dom 
3

Dom 
4

xm create hook
xm attach hookhda1 hda2 hda3

100 %

VIO
Domain

? ?
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sHype Distributed Workload Protection III:
Policy Enforcement on Local Network Traffic

IPtables rules
between vifs

IPtables rules
between vifs

vif1.0 vif2.0 vif3.0 vif4.0

Xen / sHypeACM

acm_getdecision(at vif-up)

Network
Domain

ping

Dom 
1

Dom 
2

Dom 
3

Dom 
4

pingping

external
traffic
(p/eth0)

90 %
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sHype Distributed Workload Protection III:
Policy Enforcement on Local Network Traffic

IPtables rules
between vifs

IPtables rules
between vifs

vif1.0 vif2.0 vif3.0 vif4.0

Xen / sHypeACM

acm_getdecision(at vif-up)

Network
Domain

Dom 
1

Dom 
2

Dom 
3

Dom 
4

pingping

external
traffic
(p/eth0)

Chain FORWARD (policy DROP 24 packets, 6753 bytes)

ACCEPT     PHYSDEV match --physdev-in peth0 

ACCEPT     PHYSDEV match --physdev-out peth0 

ACCEPT     PHYSDEV match --physdev-in vifX.0 --physdev-out vif0.0 

ACCEPT     PHYSDEV match --physdev-in vif0.0 --physdev-out vifX.0 

ACCEPT     PHYSDEV match --physdev-in vif3.0 --physdev-out vif1.0

ACCEPT     PHYSDEV match --physdev-in vif1.0 --physdev-out vif3.0

external
traffic

8
rules

90 %
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sHype Status Quo

Xen sHype/ACM User Guide Chapter

ezPolicy Workload Protection Policy Creation Tool

Resource Labeling and Enforcement

IPtables Access Control on Local Network Traffic

What’s Next
sHype/Xen Performance Evaluation + Optimization

External Network Traffic + new Xen HW features

Quarantining VMs, e.g., for problem isolation
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CIM-Based Security Management Status Quo

Policy, domain and resource labels, and vTPM 
need to be managed

Xen CIM/API offers management consolidation

Currently CIM/API does not support sHype/vTPM

What’s Next
Co-operate with Xen CIM/API group

Define security extensions (ongoing)

Enable security extensions in Xen CIM/API
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vTPM Status Quo (Collaboration with Intel)
vTPM Device Integrated With Xen-Linux (hot-plug, drivers)

no additional requirements on para-virtualization

Support For Fully Virtualized Domains
Atmel qemu device model (submitted, pending)

Intel: Support For vTPM Migration

What’s Next

TCG-BIOS guest support: CRTM, tGrub (ready)
vTPM support when booting HVM
use vTPM, extend ACPI measurement logs for TPM

CIM support for vTPM management
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Selected Related Work

IBM Converged Power Hypervisor

High Assurance Platform (US Gov and vendors)

Open Trusted Computing (European Framework)

Intel Collaboration on vTPM

Data Diode (NRL, Network Pump)

University Relations w.r.t. sHype/Xen
Pennsylvania State Univ, Georgia Tech, Carnegie-
Mellon Univ, Brown Univ, Worcester Polytechnic 
Institute, …
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Xen Security People @ T. J. Watson

Stefan Berger – vTPM

Ramón Cáceres – CIM-API

Reiner Sailer* – sHype Access Control Module

Guest: Bryan D. Payne* (Georgia-Tech)
Resource Labeling

Ronald Perez* + Leendert van Doorn

(* .. attending this Xen summit)



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


